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 Cyber Education Consortium 

 What is the future of cyber science and artificial intelli-

gence (AI)? 

 New Opportunities For Minorities and Females? 

For our global readership, SN Chronicle delivers infor-

mation contributed by readers on science and engineer-

ing education and technology advancements.   

Concern over client privacy and business competitive ad-

vantage keeps cyber security in the headlines. Artificial In-

telligence is all the rage, gaining attention from businesses 

across almost every sector.  

Even as news of new developments continues to come for-

ward, it can be challenging to shift through all of the reports 

to get at the core of what is happening now and in the future 



How does National Security Agency support schools in cybersecurity  

and computer science? 

To meet future national security challenges, NSA partners with schools to develop the talent and tools 

needed by: 

 funding skill development programs like summer camps 

 promoting development of curricula for growing career fields such as cybersecurity 

 sponsoring skills and research paper competitions hosting student interns and co-ops, and 

 awarding research grants and funding research labs and projects 

These partnerships help cultivate the next generation of experts in science, technology, engineering, 

math, language and analysis. They broaden the pool of skilled cybersecurity professionals who can pro-

tect our nation from cyberattacks. Academic partnerships foster interest in critical need foreign languages. 
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Higher Education and AI 

In discussions from a sampling of educators, it appears there may be a common questions concerning 

what AI means for higher education. 

Combine ideas across various scientific boundaries 

When applied to the sciences, artificial intelligence 

can combine different ideas across various scientific 

boundaries, reducing the overall time and cost in-

volved in conducting research or collecting analyzing 

data. AI is beginning to help universities better col-

laborate with external parties, including clinical prac-

tice and medical research sectors. 

Easy and quick analysis of student’s progress 

Many education systems are not models of efficien-

cy. With AI, this could begin to change. Analyzing 

the progress of students can be done effectively and 

quickly. By employing AI, K12 administrators and 

university professors can easily identify the weak-

nesses and strengths of students and therefore 

have ability of personalize their education. 

Automation of routine academic tasks 

When it comes to learning and teaching, the value of AI cannot be underestimated. The technology can 

be used to automate routine academic tasks such as grading assignments and managing documentation 

and increasing overall efficiency. This allows educators to concentrate their energy on tasks that cannot 

be completed with AI, and require human attention to help struggling students overcome anxiety and per-

sonal challenges. If a student struggles with a particular course, AI could be used to spot this and recom-

mend interventions.  

We would be interested in learning what SNChronicle readers like you have to say. 
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Cybersecurity Jobs – An opportunity for HBCU’s to deliver Diverse Candidates 

 

Author: Shawn Murphy, Executive Director, Thought Leadership  

& Innovation Foundation 

Recent technological advances represent unlimited possibilities in higher educa-

tion and career advancement. But they also challenge longstanding concepts, 

expectations and social barriers. Too often, Historically Black Colleges and Uni-

versities (HBCUs) are falling behind in terms of available resources and funding 

that is required to keep up with an ever-evolving education landscape. 

African-Americans make up only 3% of the information security analysts in the 

United States where the outlook for cybersecurity and risk management related 

jobs is expected to realize a 28% increase for the 2016-2026 period. This repre-

sents a potentially missed opportunity due to key challenges facing these institu-

tions today: 

 Increased choices for applicant students – While enrollment at HBCUs has been increasing, it has 

occurred at a much slower rate than at colleges and universities overall.  African American students 

today have many more choices versus the pre civil rights era of segregated America. 

 Declining financial support – HBCUs have always struggled with unequal government funding, and 

many states have reduced their education budget to balance other needs of their States.  States have 

collectively scaled back their annual higher education funding by $9 billion when adjusted for inflation 

says by the Center on Budget and Policy Priorities (CBPP). 

 Changing metrics of institutional quality – A recent focus on producing career-ready graduates has 

shifted performance metrics beyond from the number of students, faculty and programs, to more out-

come-based metrics, such as student and faculty retention, graduation rates and post-graduation em-

ployment rates. 

As state leaders re-evaluate shrinking higher education funds, all universities, including HBCUs must 

adapt to this new norm and position them for success in the midst of an ever-changing environment. 

Keeping Pace with Technology  

To continue to remain viable, HBCUs should harness the power of rapidly changing technology.  By em-

bracing new technologies and expanding their capability to provide relevant, timely and market-driven 

training and education programs they could demonstrate adaptability in an environment and culture un-

dergoing constant change. HBCUs must be aggressive in embracing innovation and to continue to find 

effective modes of learning for their students. Maximizing technology to deliver new modes of learning for 

students and implementing new programs which are relevant to the current job market, should be a 

prime consideration and will pay dividends well into the future. 

The Promise of Cybersecurity 

Because of the high education and experience requirements for cybersecurity jobs, skills gaps will not be 

resolved through short-term solutions. Employers and institutions must work together to cultivate a talent 

pipeline targeting the HBCUs as a source of new cybersecurity professionals, improving the diversity of 

this workforce.                                                              Continued on next page 
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There are virtually no integrated and customized solutions geared specifically towards the educational 

market in a way that is cost-effective for small to medium size institutions, particularly HBCUs. There is a 

great opportunity for expanding the numbers of cybersecurity graduates at HBCU’s. Given the acute need 

for cybersecurity professionals, HBCUs can seize the moment to partner with the security industry  to fill 

this gap for the benefit of its students. 

Such a move would not only help students, which is the ultimate desired outcome, but also serve as a 

transformational step that could prove to be critical in helping long-term sustainability of HBCUs.  Thus, 

HBCUs can secure their critical role as a provider of viable educational options and positively impact the 

lives of their students. 

Getting It Done 

Most government agencies and corporations require resources and tools to establish a continuous pipe-

line of qualified cybersecurity professionals. Some have turned to outside partners for assistance. The 

Thought Leadership & Innovation Foundation, for example, is developing a program which will revise the 

institution’s existing cybersecurity and risk management curricula, operationalize a work study and intern-

ship program for the students and assist with professional development of the students. Helping students 

to build their résumé, earn money for expenses while in school, and develop a network of life-long con-

tacts can contribute towards higher graduation rates and career opportunities post-graduation. These 

types of programs can help close the employment gap in the field of cybersecurity and foster education 

and economic empowerment in a way that ultimately enriches the entire nation. 

AI Computer Science, Too White, Too Male? 

Companies use AI to predict everything from the credit worthiness to preferred cancer treatment. The 

technology has blind spots that particularly affect women and minorities. The question is answered by da-

ta, but redirection of education, focusing on cultural competency in training programs, recognizing gender 

and racial bias among administrators and corporate leaders work teams can begin to create a less hostile 

and more supportive environments.                                             Source: Apple 

Page 4 of 10 



             Page 5 of 10 

Why Stringent Legislative and Corporate Policies Must Be Enacted  

to Drive Ethics in Cybersecurity 

 

First, let me be clear that I am not a cybersecurity expert. However, a lot can 

be learned leading technology operations – every business problem and con-

sumer experience manifests there. You learn about why certain products and 

services are initiated, how they are developed, and are privy to heated discus-

sions that can be downright combative regarding whether products / services 

are ready to be released to the public.  

More importantly, you get to see the character of decision makers. How they 

think. What they hold in high regard. What standards they are willing to com-

promise and who they are willing to sacrifice to meet forecasts, whether realis-

tic or not. Yep, that's where I got my real technology and ethics training - from 

the school of reality and hard knocks. These experiences shaped my views about the impact of ethics in 

business, and certainly the lack of them in securing products and services in favor of first-to-market and 

profits. This is why I believe ethics must be legislated by policies, as strongly as the losses sustained 

from a breach. 

Research about cyber-attacks consistently demonstrate the human factor in breaches. This brings us to 

a key area of cybersecurity that focuses on ethics, which are the generally accepted principles of human 

behavior that defines what is ‘morally’ right or wrong. The policies I suggest would focus on profits 

gained through consciously negligent decision-making. Specifically, "no company, person or affiliate can 

financially profit from data breaches caused by willful negligence." So, in addition to fines, profits are 

nulled, which will drive actions grounded in protecting the consumer, as well as security leaders. 

Until ethics trump higher returns, continued government intervention through deterrent policies is needed 

to curtail willful negligence and encourage more secure systems supportive of our future well-being. 

Author - Jacqueline P. Rushin, MBA    Rich Rush Business Consulting 

Cyber Education Consortium 

The Cybersecurity Education Consortium (CEC) partners with educators and the broader cybersecurity 

community to ensure students are prepared to lead and be change makers in the cybersecurity work-

force.  

 More than ever, it is critical to educate our youth on computer safety.  Students are exposed to the world 

of social media outside the classroom and readily utilize technology in the classroom for coursework, so 

teaching them “cyber- hygiene” is vital. 

K12 educators interested to integrate curriculum with cybersecurity project learning exercises can con-

tact the National Science Foundation, ATE Regional Center of Excellence which is dedicated to building 

an information security workforce who will play a critical role in implementing the national strategy to se-

cure cyberspace. 

Jeremy Epstein, National Science Foundation 
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Lack of Diversity in AI industry Perpetuates Bias 

Leaps in performance and applications of machine learning technologies are not only a threat to traditional 

labor intensive manufacturing employment, but is also contributing to the “pipeline” problem, or the 

makeup of who will be available to be hired. 

In recent years, researchers and journalists have highlighted the continu-

ing stumbles that artificial intelligence community is making when it comes 

to minorities and women. AI Now, a research group at New York Universi-

ty says that a lack of diversity among the people who create artificial intel-

ligence and in the cultural neglect of data used to train has created huge 

shortcomings in the technology. This “diversity failure” is contributing to 

flawed systems that perpetuate gender and racial biases as published by 

the AI Now Institute 

The overwhelmingly white and male artificial intelligence field is at risk of 

perpetuating historical biases, and future employment imbalances. 

High demand, High salaries in Cyber 

Duties in cybersecurity careers include planning, implementing, upgrading or monitoring safety measures 

for the protection of computer networks and information; ensuring appropriate security controls are in 

place that will safeguard digital files and vital electronic infrastructure; and responding to computer securi-

ty breaches and viruses. Careers in cybersecurity are among those most in demand by employers. With 

84% of Americans having home computers and 77% owning smartphones, according to the Pew Re-

search Center, the need to protect our digital lives is constant – and evolving. 

Job postings for cybersecurity positions have grown three times as fast as openings for IT jobs overall. 

Business Facilities, a magazine that covers economic growth, ranks Michigan’s cybersecurity industry 

third in the nation for potential growth. 

According to the U.S. Bureau of Labor Statistics, an online Michigan-based career-tracking system, those 

with a degree in cybersecurity face virtually no unemployment. The field is expected to grow by 35% in 

Michigan alone through 2026, with more than 240 annual projected job openings. Like many careers long 

dominated by men, cybersecurity has a racial and gender gap – only 11% of cybersecurity professionals 

are women and 5% African Americans. 

The International Consortium of Minority Cyber Professionals 

(ICMCP) was created as a 501(c) 3 non-profit association dedicated to the 

academic and professional success of minority cybersecurity students and 

professionals.  Our mission is to achieve the consistent representation of 

women and minorities in the cybersecurity industry through programs de-

signed to foster recruitment, inclusion and retention – one person at a 

time.  The ICMCP tackles the ‘great cyber divide’ with scholarship oppor-

tunities, diverse workforce development, innovative outreach, and mentor-

ing programs. 

 

Author - Chief Corporate Development Officer, David Elcock    



Does New Technology = New Opportunities For Minorities and Females? 

Cyber Science and Artificial Intelligence (AI) continue to redefine Technology which affects our work and 

our society. It is apparent everywhere. From gaming to schools and the workplace, AI is becoming a critical 

component in the way we undergo experiences. 

The Impact of New Technology on a Company’s Culture 

One such area that AI is having an impact is in a company’s culture. AI is now shifting how the company 

acts and represents themselves inside and outside their building. One place where AI is becoming stand-

ard practice is in Human Resources. Creating an opportunity for diversity. This enables groups like minori-

ties, and Women In STEM, as they will have the chance to replicate scenarios that typical leadership en-

counters, thus preparing them for future promotions. When considering the culture of a company or busi-

ness, ethics must be included in the conversation. Leaders who use Cyber Science and AI in any capacity 

must also consider religions, world cultures, race, and genders that demonstrate a non-discriminatory ap-

proach. 

While employees undergo the scenarios, the corporate executives must ensure there are no unintended 

side effects (i.e. user addition, preferring the virtual world instead of the real-world, physical symptoms). 

Since Cyber Science and AI are still relatively new technologies, it must be evaluated frequently to deter-

mine how it will affect the employees, the customers, or the service it provides.  

Businesses and Ethics must go Hand in Hand 

Ethics must also be embedded in performance goals for monitoring and assessing. Business can insert AI 

in any area it sees fit, and one place in particular where it continues to be utilized is in Human Resources. 

AI can assist in reducing Implicit bias as the Virtual Reality (VR) helps to identify and avoid opinions that 

can exclude well-qualified candidates. It should be another tool to develop a better applicant pool where it 

can be adjusted to the market to help improve diversity by hiring more minority and female employees. 

Cyber Science and AI can also identify skills and gaps which will level the playing field for promotion. 

Onboarding is another example within the Human Resources realm, where it will not only cut costs but will 

establish workplace standards and diversity training. By using VR in diversity training, employees will then 

understand how inappropriate situations will make others feel uncomfortable, which could then lead to a 

toxic work environment. Amazon, J.P. Morgan, are already implementing Equal Reality Solutions. 

 Cyber Science and AI in Our Society 

Outside of a company, cyber science and AI are making significant strides in our society. Whether patients 

are using VR to assist them with PTSD, making a call with Zoom or Facetime, or using Grammarly to im-

prove a document, it is providing a higher and more efficient person. AI is becoming a norm at work as it 

makes our areas safer, expenses cheaper, and speeds up training while it pro-

vides opportunities to users who have never undergone those experiences be-

fore. This results in higher customer satisfaction and ROI, which will affect the 

bottom line.  Blending these concepts together will not only sustain a new econ-

omy but minimize a potential economic collapse. It just depends on how the 

company prioritizes the use and implementation.  

Something that will still need to be left to humans to decide for themselves 

what’s essential for the future of work.  

 

Author -Dr. Aaron L Smith, The Innovative Catalyst Speaker  
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AI and Jobs 

In the past few years, artificial intelligence has advanced so quickly that it seems hardly a month goes by 

without an AI breakthrough. In areas as wide-ranging as speech translation, medical diagnosis, driving, and 

gameplay, we have seen computers and decision systems outperform humans in some amazing ways. 

This has sparked discussion about how AI will impact future employment. Some fear that as AI improves, it 

will supplant workers, creating an ever-growing pool of unemployable humans who cannot compete reliably 

and economically with machines. Others project an influx of new job types and descriptions that represent 

opportunity. 

A Competitive Playfield Worldwide 

Researchers, companies and countries around the 

world are racing to explore — and exploit — the prom-

ise of artificial intelligence technology and the expec-

tation for peace of mind from cyber security are global 

trends.  

China is working on an extremely aggressive multi-

billion-dollar plan for government investment into AI 

research and cyber systems infrastructure. The U.S. 

government, India, the Soviet Union, and others trail.  

The boom in Chinese universities and tech giants are 

starting to surpass American ones when it comes to 

researching and implementing AI.  

Education from K12 to higher institutions play an active role in preparing  

diverse workers for STEM fields 

In his book “The Diversity Bonus,” Scott Page, Ph.D., demonstrates that a workforce composed of people 

from diverse backgrounds and experiences adds to innovation and production. 

He writes that including different kinds of thinkers on teams produces “diversity bonuses,” such as better 

problem-solving and predictions. There is similar research that shows diverse teams are awarded more 

patents, and their research is cited more often in peer-reviewed journals – indicators that diversity con-

tributes to the generation of groundbreaking ideas. 

Related research in K12 education reveals that students perform 

better when their teachers have similar culture, race, and back-

ground. The STEM sector is experiencing rapid growth.  

But as our world faces increasingly complex issues like climate 

change, cybersecurity, and election interference, the lack of gen-

der and racial diversity within science, technology, engineering 

and math fields threatens to stall progress toward solutions.   

Progress and change will occur with interventions that begin in 

teacher preparation and continue through higher education. 
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The Missing Link in Technology  

Technology is a tool for organizations to achieve their mission. It enables more effective means to con-

nect to customers and can create advantages by offering better solutions at competitive pricing. Technol-

ogy also provides more efficient ways to empower employees to innovate those customer solutions. 

To fully unlock all the advantages technology offers, organizations must commitment to investing, have a 

strategic vision and employ the right people to execute. 

Technology investment has come a long way in recent years and continues to trend up. The 2020 State 

of IT report, published by Spiceworks, reports 44 percent of businesses surveyed intend to increase tech 

spending in 2020, up from 38 percent in 2019. Top motivators included upgrading outdated infrastructure 

(71%), increased security concerns (50%), and employee growth (47%). 

This translates across the board, from traditional hardware and software to managed and cloud-based 

services. Artificial Intelligence, IT automation, 5G with the Internet of Things and 3D printing are technolo-

gies that are beyond “emerging”. They are here. They are taking shape right now and the companies that 

have the right people to capitalize on it will lead their market spaces. 

But who are the right people to define and execute these technologies? What is the missing link? 

The business side is the missing link. At the highest level of any vertical in the technology realm, it is no 

longer enough to simply be a master of the applicable technology. The missing links are those tech mas-

ters who also understand the business side. The ones who can align the two puzzle pieces. These ex-

perts translate technology into long-term strategy and actionable tactics to the rest of the executive team, 

positioning the organization to thrive. 

This type of talent is rare. It is not easy to become it and is not easy to find it. But there is a checklist of 

signs to keep in mind for individuals wanting to differentiate themselves and organizations looking for the 

best. 

 Direct interaction with other decision makers. CTO, Director of IT, VP of Engineering, Data Scientist – 

regardless of title, “the tech person” has interacted with other stakeholders to deliver a real solution to 

customers. 

 Diverse job history. Have they ever been a product manager, project manager, been involved in busi-

ness development, sales or marketing? 

 Multiple degrees. Did the P.E. go back for an MBA? Fancy degrees aren’t a magic ticket to a job and 

a lack of one should rarely be a disqualifier. They’re just an additional method to demonstrate the ex-

tra interest, effort, and knowledge. 

Business acumen is the missing link for tech professionals programming 

differentiating features into their knowledge base. It’s just as important for 

organizations desperate to find these professionals, the ones who will mod-

ernize their business heading into 2020 and beyond. 

 

Deborah Page, Managing Principal, Technology Practice Leader with 

Joe Supervielle, Communications Manager/—The McCormick Group  

https://www.mccormickgroup.com/  

https://www.linkedin.com/in/deborah-page-228897/  
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What is the future of cyber science and artificial intelligence (AI)? 

It is evident that scientists, technologists, engineers, mathematicians (STEMers) are constantly working 

to create new innovations to transform and shape the way society lives. The latest frontier in such quest 

is cyber science and artificial intelligence. The puzzling, or vexing question what is the future of cyber 

science and artificial intelligence (AI)?  

These STEMers have taken great strides that cross many industries like health care, manufacturing en-

terprises, financial institutions just to name a few. Cyber science is the new emerging interdisciplinary 

field as its primary goal is to help us become better cyber-citizens who help, rather than hinder, security 

efforts by raising awareness of the benefits and dangers of cyberspace.  This new field exposes us to the 

history of cyberspace, ethical and social issues, computer programming, and need for and use of securi-

ty in cyberspace. Due to the pervasive nature of cyberspace in our daily affairs, we must be further edu-

cated in both the benefits and dangers of using cyberspace applications. In a nutshell, AI is a machine or 

computer that simulates human intelligence independently of human input.   

While AI seems to be a great tool that has broad functions across many industries, AI raises many ethi-

cal questions. AI is based on deep learning algorithms; An algorithm is a set of instructions, designed to 

perform a computation or solve a group of problems. It is also simply a set of guidelines that describe 

how to perform a task; AI is already ubiquitous in our lives despite the fact that many of us are not aware 

of it. Google autocompletes our search results. Amazon suggests similar products in our shopping cart. 

Facebook displays us ads based on our likes.  This innovation, which is dubbed AI is only as good as the 

data it is given in training. Humans choose data to be used for training an AI program. Because humans 

are inherently biased, it is prudent to monitor the further development of AI closely to minimize the risk of 

biases against some groups in society.   

As the present, the focus on the positive implications of AI is more so than the ethical questions or the 

potential biases such technology face. While nothing ever goes wrong with a positive outlook, it is essen-

tial to balance the negative potential of AI. The future of AI is paramount. The negative side of AI is that it 

could increase the potential threats to many industries. It can allow attackers to gain access to extended 

electronic devices with even more accuracy than ever before. Consequently, cyber-attacks are likely to 

give rise to personal data thefts, network penetrations, and an epidemic-level spread of intelligent com-

puter viruses.   

In all, that could create major problems for cyber security as bad actors will 

find new ways to use AI to bypass current security measures and expand on 

many current attacks like spear phishing (spear phishing is an email or some 

sort of electronic message scheme intended to deceive a specific individual, 

organization). Furthermore, STEMers and cyber security companies should 

work together to mitigate the risks and facilitate safety when facing AI at-

tacks create fears in society. It is evident that AI will be a central feature in 

the future. It becomes more of a pressing matter to focus on cyber science. 

While there is not a one size fit all solution, it is imperative that any new 

technology is handled with prudence. It is inevitable that there will always be 

bad actors who want to exploit a new system for their own benefits and ad-

vantages. AI is no exception of such. Ironically, it is to use AI to defend 

against malicious threats. Cyber science is the best defense against malicious purposes from this point 

onward. Therefore, one must identify possible risks and stay in the loop and up to day with new innova-

tions.  Author -Milton Bertrand, STEM proponent fellow, Geazler Geazle.com STEM Platform  


